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Timeless Technology Standardizes IloT Connectivity

Figure 4: The FDT lloT solution is built surrounding a core FDT Server, which serves
as a broker enabling a wide range of client/server interactions.

ous iterations of technology responded to needs of industry at the
time, the FDT open architecture continues to be adaptive and broker
new, advanced functionality and features. Recent enhancements re-
spond to the new era of automation, with the FDT ecosystem evolv-
ing to incorporate modern web-based and mobile applications.

To strengthen its support for lloT and Industry 4.0, and leverage
its Version 2.1 technology enhancements, FDT Group is finalizing

development of its new FDT lloT Server™ (FITS™) architecture. Using
Microsoft .NET technology, FITS is specifically designed to support
implementations for client/server, multi-user distributed architec-
tures enabling mobility, cloud, and fog accessibility enterprise-wide.
The solution features robust layered security, leveraging vetted in-
dustry standards, and utilizes transport layer security (TLS) to estab-
lish a hardened shell and encrypt all communications throughout the
architecture. Optionally, it can authorize devices that connect to the
FDT Server. User-based security is employed to determine the user’s
role and rights within the application.

The emerging FITS specification is planned to deploy in late 2018
with a complete development solution to advance compliant prod-
ucts to market, including servers and DTMs.

FDT Group and its members specifically are designing FITS to allow
for complete interoperability across both current and emerging stan-
dards, supporting the convergence of information technology (IT)
and operational technology (OT). Users can switch standard protocols
for any level of network backbone. The enhanced architecture is scal-
able and modular to suit the needs of a single manufacturing facility,
segments of a facility, or an entire industrial enterprise.

The FDT lloT solution will be built surrounding a core FDT Server,
which serves as a broker enabling a wide range of client/server in-
teractions, whereby communication between these key components
is standardized for its’ Control, OPC UA and Web Services interfaces.
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Timeless Technology Standardizes IloT Connectivity

The Control element of the architecture establishes the “nested”
communication to field devices included in mixed protocol architec-
ture. This interface enables access to a wide range of field devices by
“tunneling” through the network hierarchies.

Additionally, the OPC UA interface allows an OPC UA Client to re-
trieve information from any device connected anywhere in the plant.
Thanks to the FDT OPC UA model, information for the OPC UA Client
is independent of both the device manufacturer and the fieldbus to

'1:|l:! Fr

Figure 5: FDT Server brokers new web services portal standardizing the interface via
Apps for authenticated browsers, mobile and augmented reality maintenance tools.

which the device is connected. An application for an OPC UA Client
could be an asset management system that identifies the equipment
topology, the attached devices, and related data (e.g., device type,
manufacturer, serial number) through the FDT Server.

To advance the standard into mobile applications, the FITS archi-
tecture will introduce a Web Services interface, which boasts operat-
ing system (OS) agnostic support for standard browsers, and mobil-
ity standardization for the development of fit-for-purpose apps for
easy maintenance efforts. The FDT Server provides an Application
Programming Interface (API) to the Web Services portal authoriz-
ing clients such as a desktop or apps for mobile access to new DTMs
employing HTML5 and Java Script. This standardized mobile access
approach will enable any mobile device authenticated to access the
server to have full access to the topology with tunneling capability to
manage FITS-based DTM devices on any network.

For end users in the process, hybrid and factory automation mar-
kets, the FITS architecture will empower them with open solutions
that remain modular, flexible, and scalable to support today’s in-
stalled base while advancing to adapt as the industry demands — thus
streamlining the evolving ecosystem exchange of the future.

Mobilizing Today’s Workforce
Just as mobile devices are transforming the way consumers com-
municate, connect, shop, bank and work, mobility solutions are
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Timeless Technology Standardizes lloT Connectivity

dramatically changing the landscape of manufacturing plants. With
visibility, information and control literally in workers’ hands, plant
processes and productivity are transformed.

In Spring 2017, the FDT Group formed a project group for investigat-
ing the use of mobile devices. The objective was to drive real-time,
data-driven analytics using web browsers and apps through an FDT
standard interface via mobile devices. This technology development
will help optimize industrial organizations and their maintenance
departments by enabling cloud-based enterprise data access, robust
device diagnostics, mobility applications, and the use of augmented
reality in asset management and predictive maintenance programs.

Here, too, the manufacturer- and fieldbus-independent model of
FDT, along with cross-field communication, offers important advan-
tages. This approach allows connection from the mobile device to
the field device, even if the field device has no wireless connection,
but is connected to wired networks. Users will benefit from much
simpler device management through standardized apps instead of a
variety of vendor-specific apps allowing seamless communication in a
consistent manner with the various field devices.

Beyond cloud services with mobile applications, the use of aug-
mented reality via a holographic human-machine Interface (HMlI) and
Microsoft’s HoloLens computing device will further address critical
lifecycle management issues. Technicians will be able to view real-
time data and analytics using hands-free operation, visualizing status

and live data for each sensor location.

The modular and scalable FITS solution is squarely focused on ap-
plications where worker mobility is needed. This could include the
food & beverage and pharmaceutical industries, for example, where
companies are under pressure to upgrade their automation equip-
ment to better monitor product quality and standards compliance.

Furthermore, FITS is well suited for Greenfield environments where
monitoring of key performance indicators (KPIs) and optimal control
of process operations is critical, as well as Brownfield applications
where a part of the plant or facility requiring mobility solutions can
be upgraded with a FITS architecture.

Conclusion

From the beginning, FDT has set the stage for open, standardized
integration for bi-lateral communication and access to asset analytics
across the enterprise. Today, the standard has become the heartbeat
of any architecture, widely adopted and in use around the globe as
trends move plants and factories towards connected manufacturing
throughout the automation verticals.

From a single-user, stand-alone application to a client/server, multi-
user distributed architecture supporting the 4th Industrial Revolution
era, FDT remains the only integration standard that works together with
others, transforming the way industrial enterprises connect and com-
municate — sensor to cloud, by empowering the intelligent enterprise.
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Release of FDT 2.1 Sets Transformation Path
for Connected Industrial Enterprise

Enhanced specification focused on security, performance, ease of use, and investment protection

annover, Germany, 24 April 2018 — FDT Group, an independent,
H international, not-for-profit standards association supporting
FDT® technology, today announced the release of the FDT 2.1 speci-
fication, which enhances both industrial automation developer and
end user experiences focused on security, performance, ease of use,
and investment protection. The key technological embellishments
in 2.1 set the stage for FDT’s transformation towards a complete,
standardized Industrial Internet of Things (IloT) architecture enabling
sensor-to-cloud, enterprise-wide connectivity for next-generation
automation solutions.

Industry-driven feedback has been the basis for the growth of FDT
technology since the release of the original Version 1.2 specification
in May 2001. The updated FDT 2.1 standard builds on the success of
FDT 2.0, released in April 2012, with a robust combination of fea-
tures, including improved security, faster performance, ease of use,
and investment protection, according to Glenn Schulz, managing
director, FDT Group.

“As we enter the era of lloT, security is at the forefront of each
specification revision as FDT is the heartbeat of automation architec-
tures and serves a key integration technology to connect networks
and assets,” said Schulz. “FDT 2.1 strengthens our security offerings,
allowing validation of signatures for installed Device Type Manag-

ers™, known as DTMs™,
and protecting against
the possibility of malware

in control systems. As

systems become more
connected, tightening ®
authentication improves F D T
plant-wide security and
provides worker safety.”

Attractive performance and ease of use capabilities are included in

the FDT 2.1 revision, such as:

e Faster retrieval of static and process values from input/output
(1/0) devices.

¢ Extended support for array data types, improving the organiza-
tion of larger volumes of structured data and providing users with
improved performance for reading more operational data from
advanced devices.

* An environment to control how a DTM connects to a device, result-
ing in a significant enhancement for communications — especially
OPC Unified Architecture (UA) Server monitoring performance.

¢ Protection for the FDT installed base, allowing a topology scan to
automatically assign a 2.0 and 2.1 DTM to a device found with a
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Release of FDT 2.1 Sets Transformation Path for Connected Industrial Enterprise

legacy DTM. For end users, this means device assignments can be
made in a mixed topology environment with 1.2, 2.0 and 2.1 DTMs.
Built upon the significant enhancements brought to the market via
FDT 2.0, the FDT 2.1 specification maintains FDT Group’s true back-
ward compatibility commitment — allowing FDT 2.1 FRAME™ appli-
cations to have a seamless integration capability with all generation
DTMs. Forward compatibility also allows FDT 2.0 FRAMES to inte-
grate with 2.1 DTMs and legacy versions, thus protecting investments
for the large, global FDT installed base.
Along with the release of FDT 2.1, the companion HART annex

specification supporting FDT 2.1 for DTMs will simultaneously launch
to accelerate product to market, supporting the vast installed base of
devices that employ this communication protocol. Additional protocol
annexes are planned for release throughout the remainder of the year.
From the beginning, FDT technology has set the stage for open,

standardized integration for bi-lateral communication and access to
asset analytics across the enterprise. FDT 2.1 provides the means for
moving into lloT initiatives of FDT-enabled systems empowering the
intelligent enterprise through creation of a single system infrastruc-
ture that standardizes the connection of disparate automation assets.
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Wetcon GmbH is Newest FDT Group Member
Focused on lloT and Cloud Solutions

Company provides software and technical expertise for next-generation of industrial automation

annover, Germany 24, April 2018 — FDT Group, an independent,
H international, not-for-profit industry standards association con-
sisting of leading companies and organizations active in industrial
automation and manufacturing, today announced that Wetcon GmbH
is its newest member. Based in Senden, Germany, Wetcon is a pro-
vider of comprehensive device management solutions for industrial
applications.

FDT Group’s major purpose is to provide an open standard for
enterprise-wide network and asset integration for seamless ex-
change of performance-driven data for the intelligent enterprise.
Membership in the organization offers unique advantages for the
entire industrial automation industry, including end users, suppliers/
developers, service providers, universities, and individuals. Members
are involved with providing innovative FDT®-enabled products, solu-
tions and services, and have the opportunity to join working groups,
technical project groups and marketing committees to help direct the
technology.

Founded in 2005, Wetcon is a Gold Microsoft Partner offering a
broad array of technical expertise in asset management focused on
factory and process automation, as well as the medical industry. The
company'’s solutions are intended to support Industrie 4.0, Industrial
Internet of Things (1loT) and the cloud era based on the latest Micro-

soft technologies.
Wetcon has devel-

oped an lloT solution, .

“fielddevice.cloud,”

providing cloud-
based asset monitor-
ing for sensors and
field devices. This
initial lloT offering
provides a PACTware

DT MEMBER
plug-in enabling inte-

{ } industrial it-solutions
gration of FDT De-

vice Type Managers™ (DTMs™) hosted in PACTware into fielddevice.
cloud. Wetcon’s development complements FDT Group’s efforts to
transform the way industrial enterprises connect and communicate
sensor to cloud by empowering the industrial enterprise.

Technology providers like Wetcon can leverage FDT Group’s com-
plete, standardized approach to enterprise integration, including the
launch of the FDT IlloT Server™ (FITS™) architecture serving as a bro-
ker for a wide range of client/server interactions, whereby commu-
nication between these key components is standardized for control,
OPC Unified Architecture (UA) and Web Services interfaces.
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Wetcon GmbH is Newest FDT Group Member Focused on lloT and Cloud Solutions

Christoph Welte, managing director, Wetcon, said, “FDT Group
membership provides insight into current technological develop-
ments and marketing support for our own products. We want to
make our many years of experience in the field of device configura-
tion technologies visible through FDT Group, and we also see the
opportunity to participate in new trends in this environment at an
early stage.”

FDT Group Managing Director Glenn Schulz welcomed Wetcon as
FDT’s newest Corporate Member and praised its commitment to FDT
technology by assisting vendors around the globe with their FDT/
DTM device management needs. He stated, “Wetcon has a clear vi-
sion for lloT solutions for the industrial automation sector. Release of

the fielddevice.cloud platform as a PACTware plug-in will enhance de-
vice monitoring services for FDT’s largest installed base in the single
user, stand-alone market.”

Since the beginning of FDT, Wetcon’s focus has been on develop-
ing FDT-enabled solutions by supporting engineering system vendors
with a define, design and integrate method for integration of DTM
and Field Device Integration (FDI) Device Packages for their automa-
tion products. Additionally, Wetcon provides assistance for imple-
menting mobility apps for FDT/DTM-based solutions, including a
cross-platform approach covering both iOS and Android to allow for
lifecycle management of those devices.
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EtherNet/IP-Based Process Devices:
Connection Made Easy with FDT

Modern, easy-to-use solution increases visibility to industrial Ethernet field devices while reducing maintenance effort

Contributed by Rockwell Automation and Endress+Hauser

rocess maintenance teams have long been challenged with gain-
Ping access and connectivity to service their field-level devices.
Traditionally, plant personnel needed to walk out to the processing
area and use a handheld communicator or a blue-tooth enabled web
application to individually connect to each device directly — a process
that can take hours.

As more operations are connected using next-generation process field
networks, like EtherNet/IP®, the need for an easier, centralized connec-
tion method is imperative for more efficient device management.

To this end, Rockwell Automation and Endress+Hauser offer solutions
that —when combined — help leverage the time-saving benefits of FDT®
Technology to connect, configure and maintain EtherNet/IP devices.
This gives maintenance personnel the ability to remotely access intel-
ligent EtherNet/IP devices from a centralized, secure and safe location,
reducing field-device maintenance from hours to mere minutes.

Getting Connected

To enhance plant operational efficiency, modern facilities want a
fully enabled lloT architecture with connected applications, auto-
mation systems and process devices throughout the enterprise. To
access plant floor data, Rockwell Automation supports EtherNet/

FacloryTalk Asset(entre (=17 Fieldcare SFE500

FactoryTalk’ Linx CommDTM

*Elhun ‘alsIP I

iég_i;;i ﬁ

IP process devices in an FDT architecture with the FactoryTalk® Linx
CommDTM.
The FactoryTalk Linx CommDTM allows asset management soft-

ware that is based on FDT technology, such as Endress+Hauser Field-
Care™ and FactoryTalk AssetCentre Process Device Configuration, to
communicate with EtherNet/IP devices. This allows process mainte-
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EtherNet/IP-Based Process Devices: Connection Made Easy with FDT

nance teams to easily and effectively traverse process skids to access
field devices across the plant.

Even plant operations staff benefit from the ability to use a single-
communication DTM to connect to all devices across all systems and
skids, regardless of a plant’s size, whereas in the past, teams needed
multiple communication DTMs to traverse various hardware and pro-
cess systems. Additionally, operations teams can access field devices
from a central location. With this integrated solution, engineers,
operators, technicians and managers can identify any EtherNet/IP
device by its serial number and get the health status of each device
— all from a single application. This not only saves significant time
but also helps eliminate the risks associated with field maintenance.

Case-in-Point: Dairy Plant Saves Valuable Maintenance Time

One dairy plant, operating several process skids, recently imple-
mented a solution that included FieldCare and the FactoryTalk Linx
CommDTM to access hundreds of Endress+Hauser EtherNet/IP

devices across its facility. Maintenance and operations personnel use
the CommDTM to connect and monitor field devices regardless of
their physical or network location. The producer enjoys having one
central tool for the team to access data from their office or wherever
personnel happen to be in or outside of the facility during their work-
ing time or, if needed, to assist with plant operations outside their
normal hours. Consolidated, remote access to field devices allows
maintenance teams to focus on monitoring, maintaining and ad-
dressing issues as well as improving their work processes.

For today’s process automation users, integrating several modern
design concepts into a single solution is easy. A modular, information-
rich facility is easy to design, implement and maintain when Eth-
erNet/IP and FDT Technology are used as part of the architectural
foundation.

To download the FactoryTalk Linx CommDTM, please visit our Prod-
uct Compatibility and Download Center (PCDC).
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Fielddevice.cloud

Cloud based asset monitoring for Field Devices, out-of-the-box supporting PACTware

erman company wetcon, with many years of expertise in de-

G vice management solutions based on FDT and FDI, offers with
fielddevice.cloud a cloud-based asset management for field devices
as Software as a Service (SaaS). Thanks to a plug-in for PACTware,
provided free of charge, this is available to all DTMs, hosted in PACT-
ware, without them having to be modified.

The fielddevice.cloud web application provides statistical overview
of configured device types, their geographic location information,

iy,
FIELDDEVICE

CLOUD

Cloud Based Asset Monitoring for PACTware

by

Easy Gain DTM Insights
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editing users, NE107 status of devices, executed parameter up- and
downloads, occurred error messages and parameter related audit
trail information. This information can also be displayed for a dedi-
cated device instance.

Within PACTware no additional user handling is necessary to pro-
vide this information to fielddevice.cloud. Instead, the plug-in takes
over the logging of all activities and delivers the data to the field
device service via a secure connection for the respective customer
account. This works with all DTMs without any modification purely on
the basis of the information provided via the FDT interfaces of a DTM.

The reports are highly interactive and based on Power Bl from
Microsoft. Power Bl is a suite of business analytics tools, that deliv-
ers insights throughout an organization and is able to connect to a
hundred of different data sources. Power Bl based reports are highly
interactive supporting any HTML5 based web browser. In addition,
the reports can be modified directly by the fielddevice.cloud user
within the web browser using an Excel oriented user interface. This
can be used to provide additional information within a report, e. g.
based on specific field device types.

The service is hosted in Microsoft Azure. This guarantees highest
service availability and worldwide fast access times.

U, el . FietiDevieaa00d « HETO? sttt e ated SCL Server in e i Within fielddevice.cloud, data of each customer is stored in sepa-
Prugan fize PAC Tware B0 you an + Upicads | Downicads EEOUD 120 BICN CUBIOMmT CPBFGE VoA FADONS CWECY O
ol e o e Ci00a 183 rate databases, in fact fielddevice.cloud uses a dedicated SQL server
in the cloud for each customer. A customer may also be able to ac-
@
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Reliable monitoring —
exact and fast control

CONTACTRON motor manager: motor and system protection
With the motor manager, you can detect all the critical load states throughout
the system and benefit from the advantages of modern real power monitoring.
If required, the motor manager switches off the drive and thereby protects
motor and system.

For additional information call +49 5235 3-00 or visit phoenixcontact.com
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Continued
Fielddevice.cloud

cess its monitored data using an ODATA
service interface (on request).

Field device monitoring services may
also be available for any other type of
device or FDT/FRAME-enabled applica-
tion. Source code for nearly any client
can be generated automatically based
on the OPENAPI interface of fieldde-
vice.cloud REST services.

Usage of fielddevice.cloud is free of
charge for 30 days. After that, payment
is based on the number of connected
field devices per day.

wetcon also offers a version via
Microsoft Azure Marketplace, so that
the fielddevice.cloud services and re-
ports can be hosted within a customer
owned Azure subscription. This would
provide also the possibility to integrate
other customer specific databases (e.
g. production data and buyer informa-
tion) into the Power Bl reports.

For the connection of further field
devices to fielddevice.cloud, wetcon
offers appropriate support or realizes
such an integration efficiently.
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FDI-DTM: FDI Device Packages in FDT Host

FDI-DTM technology has been implemented in Utthunga’s uFDI-DTMTM/uDD-DTMTM tool.

Over the years, device integration has been a subject of great im-
portance in the world of industrial automation to ensure system-
wide interoperability, security and optimal plant performance. EDDL

(Electronic Device Description Language), FDT/DTM™ (Field Device

Tool/Device Type Manager) and FDI (Field Device Integration) are the

three existing device integration standards in the process industry.
FDT® has a huge installed base of DTMs that support thousands of
diverse devices from most of the world’s leading measurement and
control suppliers. Additionally, FDT/FRAME™ applications have been
integrated in most DCS systems.
FDI is an emerging device integration technology in the

FDT HOST

COMMUNICATION GATEWAY FIELD DEVICE

process automation industry. The core of FDI standard is
the FDI Device Package. It is a standardized container hav-
ing all the elements required for describing the field device
in the plant. FDI Device Packages contain EDDL to manage
the device operations and optional UIP (User Interface
Plug-in) to describe the complex device functionalities like
echo curve, valve signature etc.

FDI-DTM technology allows FDI Device Packages to be
supported in existing FDT/FRAME-enabled host systems.
This enables the existing huge installed base of FDT-enabled

COMMUNICATION
DTM

engineering applications to experience the benefits of FDI
Device Packages. EDDL and UIP components within the FDI

*Graphics from FieldComm Group, FDT Group

H N

Figure 1. DD/FDI Packages in FDT Host

Device Package are interpreted as the Device DTM by the
FDI-DTM technology. For FDT/FRAME™ applications, the
FDI-DTM will act like a Device DTM whereas for the FDI De-
vice Package, it will behave as if it is the FDI Host. FDI-DTM
technology will ensure long-term investment protection for

end users and device suppliers.
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FDI-DTM: FDI Device Packages in FDT Host

uFDI-DTMTM and uDD-DTMTM: Simple and Effective FRAME-based hosts. It brings flexibility, allowing device vendors to
Utthunga’s uFDI-DTMTM/uDD-DTMTM has been developed on FDI- support all three device integration standards while allowing end us-

DTM technology. ers the opportunity to use new FDI Device Packages and reuse exist-
This enables DD and FDI Device Packages to work in FDT 1.2/2.0 ing EDDs in their FDT-enabled application.
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FDT Group Members
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DT Technology continues to be at the forefront of

industrial automation advancement, with a truly open and p nsimensase  Rexroth  Eiiier g CKD
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