Intelligent Device Management:

Challenges and Resolutions

THE STATE OF DIGITAL TRANSFORMATION AND DEVICE MANAGEMENT

The intelligent device market is expected
to grow by an

through

Clearly, companies are increasingly deploying devices while at the same time accelerating
their digital transformation strategies. However, these two forces are causing device
Integration and management challenges, according to a study by FDT Group.
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O say their device management strategy
o isn't perfect, but they are making it work

HETEROGENEOUS INTEGRATION CHALLENGES IN CONTROL SYSTEMS

Device implementation challenges abound, many rated as “hard” or “very hard” to do:

Too many protocols with too many data models to integrate easily

Remote mobile operation for device management

Centralized device management and monitoring

Interoperability between our multi-vendor device environment

OPC UA communication for device management

Intelligent device data backup and storage

Manufacturers have complex device environments:
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However, only

34% 45%

say they can are in predictive
proactively manage mode and
device maintenance
at their facilities;

FACTORS THAT EASE INTELLIGENT DEVICE MANAGEMENT

Respondents identified several ways they are seeking to mitigate the day-to-day
device management challenges:

82% of whom will implement
more than one Ethernet protocol
to support those APL-devices)

A SOURCE FOR STANDARDIZATION AND INNOVATION

FDT Group manages the FDT/DTM (IEC 62453) standard, whose mission is enabling the
Interfaces needed to support open device and system integration, communication, and
lifecycle management in process, hybrid, and discrete applications, enterprise-wide.
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“Open enables simple and simplification in a
heterogeneous environment is what really matters.”
— Paul Brooks - Senior Manager, Rockwell Automation
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It's Easy to Get Started
with FDT/DTM Development

Host and Device Developer Tools Discover more at the
> Host and Device Developer Tools .
- Service Provider Communit FDT Group website:

o Educational Resource Library _

DT GROUP



https://www.fdtgroup.org/development/developer-tools/
https://www.fdtgroup.org/development/service-providers/
https://www.fdtgroup.org/resources
https://www.fdtgroup.org/

